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Gregory E. Moredock
Phone: 217-544-1144
Fax: 217-522-3173
gemoredock@sorlinglaw.com

1 North Old State Capitol Plaza,
Suite 200
P.O. Box 5131
Springfield, IL 62705

LOCAL RECORDS RETENTION –

HOW DO WE DO IT?

Checklist for Records Retention
Determine Whether the Documents are Public Records

Contact Your Local Field Representative

Submit the Application to the Appropriate Local Record Commission

The Application is Reviewed by the Local Records Commission

Refer to your Records Retention Schedule to Determine whether a 
Document may be Destroyed

Submit a Disposal Certificate with the Appropriate Local Records 
Commission

Submit a Disposal Certificate with the Appropriate Local Records 
Commission

Destroy the Record

Amend the Retention Schedule by filing a new Application

Checklist for Records Retention

Determine Whether the Documents are 
Public Records
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What is a Public Record?

� A public Record is "any book, paper, map, photograph, digitized 
electronic material, or other official documentary material, 
regardless of physical form or characteristics, made, produced, 
executed or received by any agency or officer pursuant to law or 
in connection with the transaction of public business and 
preserved or appropriate for preservation by such agency or 
officer, or any successor thereof, as evidence of the organization, 
function, policies, decisions, procedures, or other activities 
thereof, or because of the informational data contained therein."

What is a Public Record?
� Regardless of physical form or characteristics, 

� Made, produced, executed or received by any agency or 
officer pursuant to law or in connection with the 
transaction of public business and 

� Preserved or appropriate for preservation by such 
agency or officer, or any successor thereof, 

� As evidence of the organization, function, policies, 
decisions, procedures, or other activities thereof, or 
because of the informational data contained therein. 

What is a Public Record?

� Books
� Paper
� Maps
� Photographs
� Diagrams
� Electronic Material
� Other official 

documentary material 



9/28/2016

3

What is a Public Record?
� Documents excluded from public record include:
�Library and museum material made or acquired 

and preserved solely for reference or exhibition 
purposes 

�Extra copies of documents preserved only for 
convenience of reference

�Stocks of publications and of processed 
documents 

What is a Public Record?

� Depending on the information contained in a text,
tweet, Facebook post, fax, email, or instant message or
the information recorded on the DVD, CD, video,
cassette tape, etc. it may be a public record.

� Determined by the information contained therein, not
by the media the information is stored on.

� If the information fits the aforementioned definition, it is
a public record subject to the provisions of the “Local
Records Act” regardless of the media in which the data is
maintained.

Checklist for Records Retention

Determine Whether the Documents are Public 
Records

Contact Your Local Field Representative
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Contact Your Field Representative
� http://www.cyberdriveillinois.com/publications/pdf_publi

cations/ard152.pdf

Application for Authority to Dispose of Local Records
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Application for Authority to Dispose of Local Records

Checklist for Records Retention

Determine Whether the Documents are Public 
Records

Contact Your Local Field Representative

Submit the Application to the Appropriate Local 
Record Commission

Submit Application to Appropriate Local Records 

Commission

� This step is performed by your field representative
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Checklist for Records Retention

Determine Whether the Documents are Public Records

Contact Your Local Field Representative

Submit the Application to the Appropriate Local Record 
Commission

The Application is Reviewed by the Local Records 
Commission

Application Review
� Application is reviewed by the appropriate field 

representative

� Cook County Local Records Commission
� Second Tuesday of the Month at 11:00 a.m.
� The meetings are held via video conference at 

� Illinois Department of Central Management Services—Video Conference Center, 
James R. Thompson Center, 100 West Randolph, Room 9-036 in Chicago, Illinois and 

� LLCC, Capitol City Center, 130 West Mason in Springfield, Illinois.

� Downstate Local Records Commission
� First Tuesday of the Month at 10:00 a.m. 
� The Downstate Local Records Commission meets monthly at 10:00 a.m. in 

the Conference Room (2nd Floor West) of the Margaret Cross Norton 
Building located in the Capitol Complex in Springfield, Illinois.

Checklist for Records Retention

Determine Whether the Documents are Public Records

Contact Your Local Field Representative

Submit the Application to the Appropriate Local Record 
Commission

The Application is Reviewed by the Local Records 
Commission

Refer to your Records Retention Schedule to Determine 
whether a Document may be Destroyed
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Retention Schedule

� Approved Application

Retention Schedule

Records Listed On The Application May Be Disposed Of 

Provided::::

� Individual retention period is complete, and providing any 
local, state, and federal audit requirements have been met

� No litigation is pending or anticipated
� Records are correctly listed on a Records Disposal 

Certificate submitted to and approved by the appropriate 
Local Records Commission 30 days prior to the intended 
destruction date
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Checklist for Records Retention

Determine Whether the Documents are Public Records

Contact Your Local Field Representative

Submit the Application to the Appropriate Local Record 
Commission

The Application is Reviewed by the Local Records 
Commission

Refer to your Records Retention Schedule to Determine 
whether a Document may be Destroyed

Submit a Disposal Certificate with the Appropriate Local 
Records Commission
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Checklist for Records Retention
Determine Whether the Documents are Public Records

Contact Your Local Field Representative

Submit the Application to the Appropriate Local Record 
Commission

The Application is Reviewed by the Local Records 
Commission

Refer to your Records Retention Schedule to Determine 
whether a Document may be Destroyed

Submit a Disposal Certificate with the Appropriate Local 
Records Commission

Destroy the Record

Disposing of Records

Disposing of Records
� Use a paper shredder to protect confidential information

� Use a cross-cut multimedia shredder to destroy CDs, DVDs, 
and other electronic mediums
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Checklist for Records Retention
Determine Whether the Documents are Public Records

Contact Your Local Field Representative

Submit the Application to the Appropriate Local Record 
Commission

The Application is Reviewed by the Local Records Commission

Refer to your Records Retention Schedule to Determine 
whether a Document may be Destroyed

Submit a Disposal Certificate with the Appropriate Local 
Records Commission

Destroy the Record

Amend the Retention Schedule by filing a new Application

Revising an Old Retention Schedule

� Call the appropriate field representative
� The field representative will prepare the necessary paperwork 

for the Local Records Commission

� The Local Records Commission will approve the new 
item, and a new page will be sent back to you showing 
the retention period as approved by the Commission

Electronic Records



9/28/2016

11

Electronic Records
• Local Government agencies are permitted to reproduce 

existing public records in a digitized electronic format with 
the intent to dispose of the original records

How to Store Electronic Records
� Factors that should play a role in your decision

� Durability

� Widespread adoption and use

� Integrity

� Redundancy

� Illinois State Archive recommendations

Types of Storage
� Hard Disk Drive (HDD)

� Store data on stack of rapidly spinning metal disks coated in magnetic material

� Solid State Drive (SSD)
� Data stored in static electronic chips

� Magnetic Tape
� Plastic film coated with magnetic material

� Cloud Storage
� Use of remote servers through storage service providers

� Optical (CD, DVD, Blu-ray, etc.)
� USB

� Rewritable portable storage device

� Obsolete Media
� Floppy Disk
� Betamax
� Wax paper
� Hieroglyphics
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Sustainable File Formats
� Sustainable formats often include:

� Published documentation and open disclosure
� Specifications for the format are published and accessible to the public

� Widespread adoption and use

� Self-describing formats
� Formats that include metadata (data about the data) within their structure

� Unencrypted files

Best Choice for Sustainable File 

Formats

� Text
� Best Choice

� Portable Document Format/Archives (PDF/A)
� Other Choices

� Portable Document Format (PDF)
� Extensible Markup Language (XML)

� Still Images
� Best Choice

� Tagged Image File Format (TIFF)
� Other Choices

� Joint Photographic Experts Group (JPEG)
� Portable Network Graphics (PNG)

� Graphics Interchange Format (GIF)

� Audio
� Best Choice

� Broadcast WAVE Format (BWF)
� Other Choices

� Waveform Audio File Format (WAVE)

� Video
� Motion Picture Experts Group (MPEG)
� Joint Photographic Experts Group (Motion JPEG)

Electronic Records
� Any information that was a public record when produced in 

paper remains a public record when electronic and must be 
retained for any period required by law or Local Records 
Commission regulations
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Disposing of Electronic Records

� Must file a Records Disposal Certificate with Local Records 
before any original record may be disposed of AND

� Must file a Records Disposal Certificate with Local Records 
Commission before the reproduced electronic record is 
disposed of

Disposal Certificate

Permanent Retention of Electronic 

Records

� If you have a record which calls for permanent retention, 
CDs and DVDs are not an archival medium

� Only HDD, SSD, Magnetic Tape, and Cloud Storage are 
approved long-term retention formats
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Storing Records

Importance
� Timely response to FOIA requests

� Ensuring Compliance

� Maintaining integrity

Ideal Temperature and Humidity
� 64 degrees Fahrenheit

� 17.7778 degrees Celsius

� 290.928 degrees Kelvin

� 40% humidity

� Large swings in temperature and humidity harm records

� Try to keep the temperature and humidity constant 
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Blueprints
� Fade rapidly when exposed to office lights

� Store flat in map/blueprint cabinet

Labeling
� Record series title

� Beginning and ending dates

� Box content list

� Disposal date

� Local Records Commission Application number and item 
number

Box Listing 
� Manifest of your records in storage
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Ideal Box
� A box that will hold 1 cubic foot of records is ideal

� 15” x 12” x 10”

Confidential Records
� Do not leave electronic or paper records with confidential 

information where they can easily be stolen

� Protect your computer records
� Firewalls

� Anti-spyware

� Passwords

� Store records off-site

Questions

http://www.cyberdriveillinois.com/departments/archives/records_mana
gement/home.html

http://www.toi.org/resources/Download-Center.aspx

Gregory E. Moredock

gemoredock@sorlinglaw.com

217-544-1144


